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About the Study §. 08

The National Business Survey (NBS) 2024 — Smart-Enabled Businesses Edition forms part of the 17! annual edition of the NBS.

The Singapore Business Federation (SBF) appointed
Acorn Marketing & Research Consultants (Group) Pte Ltd
to administer its NBS 2024 — Smart-Enabled Businesses [

Edition.

Overview J

02

This survey seeks to curate feedback on issues and
challenges related to digitalisation and the adoption of
smart technologies as companies embark on their
transformation journeys and venture into the digital

landscape. Current Future Trend

Challenges
of

Digitalisation

State of
Digitalisation

and Support
The survey period of this study was from 23 May to 5 R ired
July 2024. The study drew responses from businesses equire

across all key industries. A sample size of n = 529 was

achieved for this report.

For the sub-group analyses of certain filtered questions,
the sample base may be small, thus, the results should
be read with caution.



Respondents by Sector

2017 2018 2019 2020 2021 2022 2023 2024
(i)
Wholesale Trading 15% 18% 18% 20% 19% 16% 17% 15%
E? IT & Professional Services 17% 11% 11% 11% 11% 15% 13% 15%
A Eggis;;‘frit%” & Cwil 12% 13% 12% 14% 15% 10% 14% 14%
el — |
‘E?;‘: Manufacturing 17% 16% 13% 10% 17% 15% 13% 13%
)
Miff Banking & Insurance 4% 3% 3% 3% 3% 8% 11% 12%
(7] Other Services (eg. Education
[dV] Repairs & Servicing) ' 11% 11% 13% 17% 15% 10% 11% 11%
ﬁﬁ Retail, Real Estate, Hotels, 8% 11% 10% 10% 11% 12% 9% 8%

Restaurants & Accommodation

-:o,jé- Logistics & Transportation

8%

7%

6%

5%

6%

8%

7%

6%

0‘3 Others (eg. Fishing, Mining, etc.)

The sample proportion collected for this survey across the various sectors is largely comparable with that

of previous years.

6%

N=1,019

11%

n=705

14%

n=1,018

5%

n=1,075

3%

n=1,096

6%

n=931

6%

n=1,056

6%

n=529
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82% SMEs

AR .
ooo] 18% Large companies

48% Production & Trade =

Manufacturing, :
Construction & Civil

Engineering, Logistics

& Transportation,

Wholesale Trade

46% Services .

IT & Professional
Services, Other Services,
Retail, Real Estate,
Hotels, Restaurants &
Accommodations,
Banking & Insurance

6% selected “others”
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EXECUTIVE SUMMARY §.ume,

Digital transformation continues to be seen as a critical element in maintaining competitiveness and competency, despite challenging
market demands. As such, businesses continue to invest in digital technologies, particularly cloud, e-payment and cybersecurity,
spending an average of one-tenth of their annual budget. This helps to improve business performance by optimising operations,
reducing operation costs and enhancing employee collaboration and remote work channels. Return on investment of such
digitalisation efforts are primarily measured by operational efficiency such as time and cost savings.

Nonetheless, the biggest perceived roadblock to technology adoption are cost issues and upskilling of staff to keep up with the new
technologies. To address the digitalisation challenges, businesses require financial support for digital advisory and project
implementation services tailored to their specific digitalisation needs, central reference for up-to-date information, solutions and
resources, as well as seminars to raise awareness of new technologies and best practices.

Moving forward, the two trends that stand out are Atrtificial Intelligence (Al) and cybersecurity.

Artificial Intelligence

About 2 in 3 businesses have adopted or plan to adopt Al in the next 12 months, primarily in the areas of operational process
automation, cybersecurity defence and analytics. IT & Professional Service sector leads in Al adoption, while Logistics &
Transportation and Manufacturing have the lowest adoption. High cost and lack of knowledge and expertise remain as the top
challenges in Al adoption. Despite the challenges, sectors that are lagging in the adoption of Al have plans to catch up in the next 12
months, so that they can reap the benefits of improved operational efficiency and time savings, as well as generate insights through
data analytics.

Cybersecurity
Cybersecurity is one of the top pervasive technologies currently being adopted, with more companies planning to jump on the

bandwagon in the next 12 months. 79% of businesses have expressed confidence in their security measures against cyber-threats, a
slight decrease of 1%-point from last year. Key cybersecurity challenges include high cost of implementation and maintenance, risks
from third-party service providers and suppliers and employees’ lack of awareness on cybersecurity.
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Summary: CURRENT STATE OF DIGITALISATION (1/6)
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1. Perception

Digital transformation continues to be
seen as a critical element in
maintaining competitiveness and
competency, given changing market
demands.

e Over 9 in 10 (94%) businesses
recognise the importance of digital
transformation, similar to last year.
The proportion of large companies
have increased by 4%-points (from
94% to 98%), while the proportion of
SMEs remain the same. IT &
Professional Services (99%) and
Manufacturing (97%) sectors are at
the forefront of recognising the
importance of digital transformation.

)
2

2. Prioritisation

Businesses are

focusing their digital

transformation efforts primarily on

Operational Processes (77%) and

Information Technology (IT) Systems (71%).

* Among the business aspects, five have seen
increases in  prioritisation  of  digital
transformation when compared to last year —
Operational Processes by 7%-points (from
70% to 77%), Information Technology
Systems by 19%-points (from 52% to 71%),
Business Models by 3%-points (from 62% to
65%), Research & Development by 9%-
points (from 39% to 48%) and Expanding
Overseas by 5%-points (from 41% to 46%);
and two have seen decreases in prioritisation
of digital transformation — Products or
Services by 3%-points (from 68% to 65%)
and Customer Experience / Service by 1%-
point (from 66% to 65%).

J]

3. Performance

Digital transformation helps to

improve business performance by

optimising operations (67%),

reducing operation costs (58%)

and enhancing employee

collaboration and remote work

channels (49%).

« The top 3 improvements in
business performance are similar
for both SMEs and large
companies. Compared to SMEs,
more large companies report
improvements across all categories
of business performance except for
access to new markets and
customers.
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4. Budget

On average, businesses devote about one-tenth (11%) of
their annual budget to digitalisation.

SMEs allocate an average of 11% of their annual budget to
digitalisation, whereas large companies spend about 8%.
Cloud (69%), E-payment (62%) and Cybersecurity (60%) are
the top 3 pervasive technologies currently adopted by
companies, with more companies planning to jump on the
bandwagon. In the next 12 months, the top digital technologies
that businesses plan to adopt are Atrtificial Intelligence (46%),
Data Analytics (38%) and Internet-of-Things (31%).

More large companies have adopted most of the digital
technologies, as compared to SMEs. Nonetheless, more
SMEs plan to catch up and adopt digital technologies in the
next 12 months.

IT & Professional Services sector (41%) is leading the
adoption of Artificial Intelligence, while Logistics &
Transportation (6%) and Manufacturing (10%) have the lowest
adoption. Nonetheless, sectors that are lagging have plans to
catch up in the next 12 months.

&

5. Return on Investment

Return on Investment (ROI) of digitalisation efforts
are primarily measured by time savings by employees
through digital processes (87%) and increase in cost
savings due to improved efficiency (86%).

*+ The top 2 measurements of ROIs of digitalisation
efforts are similar for both SMEs and large companies.
Penetration of overseas markets and opportunities
(16%) is least likely to be factored as part of
businesses’ ROI measurement of digitalisation efforts.
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6. Digitalisation Challenges

The biggest perceived roadblock to technology adoption are
cost issues [high cost (73%) and expensive intellectual
property (IP) licensing payments (47%)], upskilling of staff to
keep up with the new technologies (47%) and awareness of
suitable technologies (45%) .

* Challenges seem more acute this year, as all varieties of
challenges in technology adoption are highlighted by a larger
proportion of businesses, compared to last year.

* While the top 3 challenges in technology adoption are the
same in last year's NBS 2023/2024, the proportion of
businesses have increased — high cost of technology adoption
by 9%-points (from 64% to 73%), expensive IP licensing
payments by 16%-points (from 31% to 47%) and upskilling of
staff to keep up with the new technologies by 18%-points (from
29% to 47%). Businesses in Retail, Real Estate, Hotels,
Restaurants & Accommodations and Logistics &
Transportation sectors are most affected by the top
challenges.

Summary: CHALLENGES AND SUPPORT REQUIRED (3/6) .o
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7. Support
To address the digitalisation challenges, businesses prefer
having financial support for digital advisory and project
implementation services tailored to company’s specific
digitalisation needs (69%), central reference for up-to-date
information, solutions and resources (57%), seminars /
workshops to raise awareness of new technologies and best
practices (52%) and platforms for sharing of best practices
and innovative solutions used by companies (51%).
 The top 2 support initiatives that both SMEs and large
companies find useful are financial support for digital advisory
and project implementation services and central reference for
up-to-date information, solutions and resources. Other than
these initiatives, SMEs find seminars / workshops to raise
awareness of new technologies and best practices (52%)
useful, while large companies find platforms for sharing of best
practices and innovative solutions (60%) useful.



Summary: CHALLENGES AND SUPPORT REQUIRED (4/6) {.3p8

8. Existing Initiatives

Productivity Solutions Grant (PSG) (67%), Enterprise

Development Grant (EDG) (64%) and Start Digital (54%) are

the top 3 existing digitalisation initiatives that businesses

find useful in supporting them adopt digital transformation.

+ SMEs find Start Digital (55%) to be useful, while large
companies find cybersecurity health check for organisation
(61%) and InvoiceNow Financial Support or Grants (60%) to
be useful.

* Perception and usefulness of cybersecurity programmes tend
to be high among large companies. This includes
cybersecurity health check for organisation (61%), SG cyber
talent (59%), data protection essentials (DPE) (57%), data
protection certifications (57%), and Cyber Trust Mark / Cyber
Essentials Mark (54%) .

ﬁﬂ

9. Singapore Budget 2024

Businesses also look forward to have advisory guidelines on
the use of Personal Data in Al Recommendation and Decision
Systems (60%), curation of more Al-enabled solutions under the
SMEs Go Digital (54%) and support for companies to build Al
Centres of Excellence (54%), as announced during Singapore
Budget 2024.

+ SMEs indicate that more Al-enabled solutions under the SMEs Go
Digital (60%), advisory guidelines on the use of Personal Data in
Al Recommendation and Decision Systems (58%) and support for
companies to build Al Centres of Excellence (54%) will be most
beneficial; whereas large companies indicate that advisory
guidelines on the use of Personal Data in Al Recommendation and
Decision Systems (71%), support for companies to build Al
Centres of Excellence (52%) and Generative Al (GenAl) x Digital
Leaders initiative (48%) will be most beneficial.

* The top industry support initiatives across sectors are curation of
more Al-enabled solutions under the SMEs Go Digital and support
for companies to build Al Centres of Excellence, while the top
talent initiative across sectors is the uplifting of enterprises and
workers in the age of Al, as part of the Digital Enterprise Blueprint
(DEB).

\Z
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10. Trends

Moving forward, emerging technology, such as artificial

intelligence (Al) and augmented reality (AR) (70%), and

cybersecurity (68%) are the top trends likely to impact
businesses in the next 12 months.

* The proportion of businesses citing the top 3 trends have
increased from last years NBS 2023/2024 — emerging
technology, such as Al and AR, by 35%-points (from 35% to
70%), cybersecurity by 23%-points (from 45% to 68%) and
automation by 29%-points (from 22% to 51%). The top 3
trends are similar for SMEs, whereas large companies are
more conscious of trends related to cybersecurity (73%),
emerging technology, such as Al and AR (69%) and
reduction of carbon footprint through usage of sustainability
technology (60%).

11. Artificial Intelligence

Riding on the trends in Artificial Intelligence (Al), about 2 in 3

businesses (66%) have adopted or plan to adopt Al in the next

12 months, with process automation for operations (45%),

cybersecurity defence (45%) and analysis of customers’ data or

transaction data (44%) as the most preferred areas.

* IT & Professional Services sector leads in Al adoption (41%),
while Logistics & Transportation (6%) and Manufacturing (10%)
have the lowest adoption. Nonetheless, sectors that are lagging
have plans to catch up in the next 12 months.

» Adoption of Al allows businesses to reap the benefits of improved
operational efficiency and time saving (57%) and insights
generation through data analytics (43%).

» There is greater impact of Al on large companies, with more large
companies having improved operational efficiency and time
saving (77% versus 52%) and generating insights through data
analytics (63% versus 39%) than SMEs.

» High cost of implementation and lack of knowledge and expertise
remain as the top 2 challenges in Al adoption.
Most of the challenges in Al adoption have been amplified this
year, as compared to 2023.

10



Summary: FUTURE STATE OF DIGITALISATION (6/6)

12. Cybersecurity

On cybersecurity, 86% of businesses have adopted or plan to

adopt cybersecurity in the next 12 months. 79% of businesses

have expressed confidence in their security measures against

cyber threats, a slight decrease of 1%-point from last year (80%).

* The top sectors that have adopted Cybersecurity are Logistics &
Transportation (73%) and Banking & Insurance (70%); while the top
sectors that plan to adopt Cybersecurity in the next 12 months are
Construction & Civil Engineering (38%) and Retail, Real Estate,
Hotels, Restaurants and Accommodations (38%).

* The top 3 cybersecurity challenges faced by businesses are high
cost of implementation and maintenance (56%), risks from third-party
service providers and suppliers (50%), and employees’ lack of
awareness on cybersecurity (39%). While 2 of the top 3 cybersecurity
challenges are the same in last years NBS 2023/2024, the
proportion of businesses have decreased — risks from third-party
service providers and suppliers by 17%-points (from 67% to 50%)
and employees’ lack of awareness on cybersecurity by 6%-points
(from 45% to 39%).

SINGAPORE
«_BUSINESS
FEDERATION
‘Apex Business Chamber
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CURRENT STATE OF DIGITALISATION s;amzzi

Digital transformation continues to be seen as a critical element in maintaining competitiveness and

competency, given changing market dynamics.
Over 9 in 10 businesses recognise the importance of digital transformation, with more large companies recognising it in 2024 (98%), compared
to the year before (94%).

2023

Perceived Importance of Digital Transformation (%) Moderately Important /
Important
TOTAL 71 94%
94%
SME 68 94%
94%
Large Company 85 94%
98%
n=1056
mNot Important (0-3)  ®mModerately Important (4-6) Important (7-10)
Base: All Respondents (n=529). Decimal points have been rounded up. The total may not add up to 100%. Link to Summary 13

2a. On ascale of 0-10, how would you rate the importance of digital transformation in your company?
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IT & Professional Services and Manufacturing sectors are at the forefront of recognising the importance

of digital transformation.

Retail, Real Estate,

Manufacturing

97%

Banking & IT & Professional Hotels, Restaurants &
Insurance Services Accommodations
Important /
Moderately 92% 99% 95%
Important
Moderately
Important
(4-6) 24%
14%
Not Important 1%
()
Base 66 79

Base: All Respondents (n=529)
2a. On ascale of 0-10, how would you rate the importance of digital transformation in your company?

Wholesale Trade

94%

Logistics &
Transportation

91%

9%

| 9% |
33

Construction &

Civil Engineering Other Services Others
90% 95% 97%
29% 41%
21%
72 56 32
14
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Businesses are focusing their digital transformation efforts primarily on operational processes and
Informational Technology (IT) system.

The importance of digital transformation on IT systems has increased markedly in 2024 (71%) vis-a-vis 2023 (52%).

More focus has also been placed on operational processes, business models, research & development and internationalisation in 2024 as
compared to the previous year.

. Important (7-10) 2023
usiness Aspects

. (%) (%)

Operational Processes 4 70
P (A by 7%-points)

Information Technology (IT) System 1 52
9y Y (A by 19%-points)

Products or Services 5 68

y 3%-points

('V by 3%-points)

Customer Experience / Service 25 66

y 1%-points

P (¥ by 1%-points)

Business Models 5 62
(A by 3%-points)

Research & Development i 39
P (A by 9%-points)

Expanding Overseas 8 41
P 9 (A by 5%-points)

n=529 n=1056

Base: All Respondents (n=529)

Link to Summary 15
2b.  On a scale of 0-10, how important are the digital transformation and innovation efforts implemented in relation to the following aspects of your business?
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Digital transformation helps to improve business performance by optimising operations, reducing operation

costs and enhancing employee collaboration and remote work channels.
Compared to SMEs, more large companies report improvements across all categories except for access to new markets. Digital adoption has
lowered the cost of penetrating new markets and enabled a wider reach for SMEs.

Digital Transformation Improvements (%) SME Large Company
Optimised operations GGG 67 64% 78%
Reduced operation costs N S 56% 66%
Enhanced employee collaboration and remcc::zr:/\r/gll; I /9 45% 68%
Improved customer experience NN 47 45% 57%
Enhanced security and data protection NN 41 37% 60%
Improved product / service quality NN 33 35% 47%
Enhanced data analysis and decision-making [ NEGEGINGNGGG 37 33% 59%
Increased revenue NN 23 28% 28%
Accessed new markets and customers [NEGIGINIIGEGGEE 23 24% 21%
Strengthened brand reputation and visibility NI 23 2204 20%
Streamlined supply chain management GGG 21 16% 44%
Fostered innovation and product development I 20 18% 33%
Launched new digital products / services [N 19 16% 34%
Expanded online sales channels | 16 15% 18%
Base: All Respondents (n=529) Others 4 4% . Link to Summary ~ 16

n=434 n=95
4. How has digital transformation improved vour business performance?
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On average, businesses devote about one-tenth (11%) of their annual budget to digitalisation.

Cloud, E-Payment and Cybersecurity are the top 3 pervasive technologies currently being adopted, with more companies planning to jump on the
bandwagon. Artificial Intelligence, Data Analytics and Internet-of-Things are fast gaining traction in the next 12 months.

Digital Technology Adoption (%)
Has adopted and Has not adopted Do notintend to
will continue but plan to adopt adopt or plan to
adoption in next 12 months discontinue
Cloud 69 16 15
11 % E-payment 62 17 21
1 Cybersecurity 60 26 13
» of Annual Budget devoted®
to Digitalisation 4 Data Analytics 38 38 25
(n=529) .
i Internet-of-Things 35 31 34
E-commerce 30 25 45
Artificial Intelligence 20 46 34
SME: 11% (n=434) Immersive Media 9 27 64
Large Company: 8% (n=95)
Blockchain 8 24 68
Base: All Respondents (n=529) )
5. What percentage of your company’s annual budget is devoted to digital initiatives/programmes? Link to Summary 17

3. Which of the following digital technologies has your company adopted or plan to adopt / discontinue in the next 12 months?



CURRENT STATE OF DIGITALISATION
More large companies have adopted most of the digital technologies, as compared to SMESs.
Nonetheless, more SMEs plan to catch up and adopt digital technologies in the next 12 months.

Has adopted and
will continue

Has not adopted
but plan to adopt in

SME
n=434

Do not intend to
adopt or plan to

Has adopted and
will continue

Large Company

Has not adopted
but plan to adopt in

n=95

SINGAPORE
«_BUSINESS
FEDERATION
‘Apex Business Chamber

Do not intend to
adopt or plan to

adoption next 12 months discontinue adoption next 12 months discontinue
Cloud 66 :_ 18 _: 16 80 :_ 7 _: 13
E-payment 62 17 ! 21 63 |16 | 21
Cybersecurity 56 : 29 : 15 82 : 13 : 5
Data Analytics 32 o4 ! 27 63 |23 | 14
Internet-of-Things 31 : 32 1 36 49 : 24 26
E-commerce 29 I 26 _: 45 36 I 18 _: 46
Artificial Intelligence 18 _ 44 38 29 _ _54_ _ 17
Immersive Media 8 :_ _28_ _l 64 12 :_ _22_ 1 66
Blockchain 8 23 70 8 31 61

Base: All Respondents (n=529)

3. Which of the following digital technologies has your company adopted or plan to adopt / discontinue in the next 12 months?

18
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IT & Professional Services sector (41%) leads the adoption of Artificial Intelligence. While Logistics &
Transportation (6%) and Manufacturing (10%) have the lowest adoption, they register the highest jump in
having plans to catch up in the next 12 months.

Retail, Real
: : Banking & IT & Professional  Estate, Hotels, } Logistics & Construction & )
F g es 0, TOTA M o) o)
( Igur n /0) L Insurance Services Restaurants & anufacturing - Wholesale Trade Transportation  Civil Engineering ther Services thers

Accommodations

Cloud 69 83 72 74 63 65 79 49 77 69
E-payment 62 48 47 76 66 70 67 61 71 59
Cybersecurity 60 70 63 52 60 57 73 42 70 66
Has adopted and Data Analytics 38 36 51 48 40 29 55 18 39 38
will continue Internet-of-Things 35 26 39 33 36 33 39 32 41 34
adoption E-commerce 30 20 27 57 36 32 36 14 39 19
Atrtificial Intelligence 20 26 41 21 10 15 6 10 27 13
Immersive Media 9 2 15 17 3 8 3 7 18
Blockchain 8 5 16 7 4 6 6 6 11 6
Cloud 16 11 15 17 24 13 15 24 9 13
E-payment 17 18 29 19 17 10 9 18 13 13
Cybersecurity 26 24 30 38 23 19 24 38 16 28
Has not adopted Data Analytics 38 27 33 45 43 37 30 43 36 50
but plan to adopt Internet-of-Things 31 17 34 40 36 34 30 28 30 31
innext12months g commerce 25 15 28 19 27 30 15 33 25 19
Artificial Intelligence 46 33 49 43 54 37 64 46 43 63
Immersive Media 27 11 39 36 21 33 18 28 21 28
Blockchain 24 17 33 26 23 23 24 21 21 31
Base 529 66 79 42 70 79 33 72 56 32
Base: All Respondents (n=529) 19

3. Which of the following digital technologies has your company adopted or plan to adopt / discontinue in the next 12 months? Over-representation by at least 5%-points (Compared with TOTAL)
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Return on Investment (ROI) of digitalisation efforts are primarily measured in terms of operational

efficiency, specifically in workforce time savings and cost savings.
‘Penetration of overseas markets and opportunities’ is least likely to be factored as part of companies’ ROl measurement.

% SME Large Company
Time savings by employees through digital
Increase in cost savings due to improved
eticiency | - o6 o8

Quality improvement in products and services _ 60 59 64
Growth in revenue and market share through _ 43 42 a4
new digital channels

Penetration of overseas markets and
opportunities

16 18 9

n=434 n=95

Base: All Respondents (n=529)
6. How does your business measure the return on investments (ROIs) of your digitalisation efforts? Link to Summar: 20
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CHALLENGES AND SUPPORT REQUIRED -
The biggest perceived roadblock to technology adoption are cost issues (high cost and expensive
Intellectual Property (IP) licensing payments), upskilling of staff and awareness of suitable technologies.
Challenges seem more acute this year, as a larger proportion of businesses highlight the variety of

challenges in technology adoption. 2024
(Figures in %) 2023 Large
TOTAL  SME 9
Company
High cost of the technology adoption 64 73 73 74
Expensive licensing payments for commercial use of intellectual 31 47 47 45 . . . .
property High cost is a barrier to the adoption
Upskilling of staff to keep up with the new technologies 29 47 44 57 of new technology among 73% of
_ _ businesses, compared to 64% in
Awareness of suitable technologies - 45 45 48 2023
Access to the relevant technologies 25 34 35 33
Lack of management expertise to drive the technological change 29 33 34 26 More bUSineSS_es highlight the vari_ety
of challenges in technology adoption
Existing staff not attuned or inclined to the use of the technologies 20 28 27 34 in 2024, as compared to 2023.
Lack of clear strategy to drive technological adoption 21 26 27 23
Unable to keep up with the pace of technology development - 26 27 24
Unable to find good experts to implement the technology 20 o5 o5 24
successfully
Lack in digital trust (cyber security, data privacy, responsible Al, 15 o5 o5 27
etc)
Reluctance to replace legacy hardware/software 18 23 22 29
Base 1056 529 434 95

Base: All Respondents (n=529) Link to Summary 22
7. Which of the following challenges has your business encountered in technology adoption in general?
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Other than high cost of technology adoption, expensive licensing payments for Intellectual Property has

become a prominent issue for SMEs, while large companies face the challenge of upskilling of staff to

keep up with new technologies.

. . SME Large Company
(Figures in %) (Figures in %)
2024 2023 2024 2023
High cost of the technology adoption 73 63 High cost of the technology adoption 74 68
_Expenswe licensing payments for commercial use of 47 32 Upskilling of staff to keep up with the new technologies 57 35
intellectual property
Awareness of suitable technologies 45 - Awareness of suitable technologies 48
Upskilling of staff to keep up with the new technologies 44 28 _Expensive licensing payments for commercial use of 45 26
intellectual property
Access to the relevant technologies 35 25 Exiztin? st_aff not attuned or inclined to the use of the 34 16
technologies
Lack of management expertise to drive the technological )
change 34 29 Access to the relevant technologies 33 26
Existing staff not attuned or inclined to the use of the
technologies 27 21 Reluctance to replace legacy hardware/software 29 22
Lack of clear strategy to drive technological adoption 27 21 ,I&?C(Ia(tcl:r; digital trust (cyber security, data privacy, responsible 27 18
Unable to keep up with the pace of technology development 27 _ Lﬁck of management expertise to drive the technological 26 o5
' . change
Unable to find good experts to implement the technology o5 20 _
successfully Unable to keep up with the pace of technology development 24
Lack in digital trust (cyber security, data privacy, responsible o5 14 Unable to find good experts to implement the technology ” 1
Al, etc) successfully
Reluctance to replace legacy hardware/software 22 17 Lack of clear strategy to drive technological adoption 23 25
Base 434 871 Base 95 185

Base: All Respondents (n=529)
7. Which of the following challenges has your business encountered in technology adoption in general?

23
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CHALLENGES AND SUPPORT REQUIRED &)

Businesses in Retail, Real Estate, Hotels, Restaurants & Accommodations and Logistics & Transportatlon‘
sectors are most affected by the top 4 challenges in technology adoption.

Retail, Real
i H Banking &  IT & Professional Estate, Hotels, ] Logistics & Construction & .
F gures in 0, TOTA M o) n fe)
( Igur I A)) L Insurance Services Restaurants & anufacturing - Wholesale Trade Transportation  Civil Engineering ther Services thers

Accommodations

High cost of the technology adoption 73 76 72 90 77 59 82 69 79 63

Expenswe licensing payments for commercial use of a7 35 52 60 50 42 55 50 36 50

intellectual property

Upskilling of staff to keep up with the new technologies a7 41 42 60 50 44 52 46 48 a7

Awareness of suitable technologies 45 36 37 50 40 41 52 57 59 47

Access to the relevant technologies 34 27 39 29 34 35 36 33 38 38

Lack of management expertise to drive the technological 33 24 18 40 43 M 30 39 32 o8

change

Existing sFaff not attuned or inclined to the use of the o8 12 15 45 a1 30 30 32 32 19

technologies

Lack of clear strategy to drive technological adoption 26 26 19 36 27 19 30 31 38 19

Unable to keep up with the pace of technology 26 12 o8 24 34 30 12 33 29 22

development

Unable to find good experts to implement the technology o5 27 23 17 20 23 21 29 29 24

successfully

Lack in t_:llgltal trust (cyber security, data privacy, o5 20 23 19 27 23 24 35 20 34

responsible Al, etc)

Reluctance to replace legacy hardware/software 23 21 24 29 30 23 12 17 27 28

Base 529 66 79 42 70 79 33 72 56 32
Base: All Respondents (n=529) Over-representation by at least 5%-points (compared with TOTAL) 24

7. Which of the following challenges has your business encountered in technology adoption in general?
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To address the digitalisation challenges, businesses preferred having financial support for digital
advisory and project implementation services, central reference, seminars / workshops and sharing

platform.

% of businesses rating at least 4 out of 5

Financial support for digital advisory and project

implementation services tailored to your company’s _ 69

specific digitalisation needs

A central reference for up-to-date information, solutions _ 57

and resources

Seminars / Workshops to raise awareness of new _ 52

technologies and best practices

A platform for sharing of best practices and innovative _ 51

solutions used by companies

A platform for all company(ies) to provide feedback on _ 39

the policy and regulatory barriers faced on innovation

Self-assessment toolkits on enterprise digital readiness _ 35

Base: All Respondents (n=529)
8. 0n ascale of 0to 5, to what extent are the below initiatives useful in helping your company in terms of digitalisation and innovation?

SME Large Company
68% 74%
56% 61%
52% 56%
49% 60%
37% 46%
33% 44%
n=434 n=95

Link to Summary 25
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Productivity Solutions Grant (PSG), Enterprise Development Grant (EDG) and Start Digital are the top 3
existing digitalisation initiatives that businesses find useful in supporting them adopt digital
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transformation. Perception and usefulness of cybersecurity programmes tend to be high among large

companies.

Useful
%
SME Large Company
Productivity Solutions Grant (PSG) 67 14 19 68% 63%
Enterprise Development Grant (EDG) 64 14 22 64% 64%
Start Digital 54 13 33 55% 53%
InvoiceNow Financial Support or Grants 53 17 30 51% 60%
Cybersecurity Health Check for Organisation 53 13 34 51% 61%
Data Protection Essentials (DPE) 53 13 34 52% 57%
Data Protection Certifications 50 15 35 49% 57%
Cybersecurity Certification Scheme fpr OrganisationCyber Trust 48 16 36 47% 54%
MarkCyber Essentials Mark
Industry Digital Plans (IDPs) 47 16 37 46% 56%
SG Cyber Talent SG Cyber Associates 46 16 37 44% 59%
Cybersecurity Labelling Scheme (CLS) 46 16 38 45% 49%
n=434 n=95
m Useful = Not Useful Not Sure/Unaware ,
Link to Summary 26

Base: All Respondents (n=529)

18a. How useful are the following existing digitalisation initiatives in helping your company adopt digital transformation?
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Businesses also look forward to have advisory guidelines on the use of Personal Data in Al
Recommendations and Decision Systems, curation of more Al-enabled solutions under the SMEs Go Digital
and support for companies to build Al Centres of Excellence, as announced during Singapore Budget 2024.

Initiatives that likely benefit businesses (%)

TOTAL SME Large Company
Trusted Advisory guidelines on the use of Personal Data in Al Recommendation and Decision
X 60 58 71
Environment Systems
Industry Support ~ Curate more Al-enabled solutions under the SMEs Go Digital 54 60 26
Industry Support  Support companies to build Al Centres of Excellence 54 54 52
Talent Uplifting of enterprises and workers in the age of Al, as part of Digital Enterprise Blueprint 52 53 47
(DEB)
Infrastructure Upgrade the Nationwide Broadband Network to 10 Gigabits per second 43 43 42
Industry Support  Generative Al (GenAl) x Digital Leaders initiative 42 40 48
Infrastructure Inv_estment of up to $SQQ m|||_|qn to enhance access to high-performance computing for 38 36 45
Al innovation and capability building
Infrastructure Establish a new National Cybersecurity Command Centre 38 38 36
Industry Support  Generative Al Sandbox by EnterpriseSG and IMDA for small and medium-sized enterprises 36 37 33
Talent Al training opportunities for students over three years 31 28 46
n=529 n=434 n=95
Base: All Respondents (n=529) Link to Summary 27

17 . Which of the following new or enhanced digitalisation-related initiatives announced during Singapore Budget 2024 will likely benefit your company?
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Most beneficial for SMEs: Curation of more Al-enabled solutions under the SMEs Go Digital (60%), advisory guidelines on the use of personal

data in Al recommendation and decision systems (58%) and support for companies to build Al Centres of Excellence (54%).
Most beneficial for Large Companies: Advisory guidelines on the use of personal data in Al recommendation and decision systems (71%),

support for companies to build Al Centres of Excellence (52%) and Generative Al (GenAl) x Digital Leaders initiative (48%).

000
noo
ooolsg
o[o|8s)

60%

58%

54%

53%

43%

SME

Base: n=434

Curate more Al-enabled solutions under the SMEs Industry
Go Digital Support

Advisory guidelines on the use of Personal Data in Trusted

Al Recommendation and Decision Systems Environment
Support companies to build Al Centres of Excellence ;nudpu;(:::
Uplifting of enterprises and workers in the age of Al, Talent

as part of Digital Enterprise Blueprint (DEB)

Upgrade the Nationwide Broadband Network to 10

Gigabits per second in the second half of this Infrastructure

decade

Base: All Respondents (n=529)
17 . Which of the following new or enhanced digitalisation-related initiatives announced during Singapore Budget 2024 will likely benefit your company?

X
000;
030

71%

52%

48%

47%

46%

Large Company
Base: n=95

Advisory guidelines on the use of Personal Data in
Al Recommendation and Decision Systems

Support companies to build Al Centres of Excellence

Generative Al (GenAl) x Digital Leaders initiative

Uplifting of enterprises and workers in the age of Al,
as part of Digital Enterprise Blueprint (DEB)

Al training opportunities for students over three
years

Trusted

Environment

Industry
Support

Industry
Support

Talent

Talent

28
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The top industry support initiatives across sectors are curation of more Al-enabled solutions under the
SMEs Go Digital and support for companies to build Al Centres of Excellence, while the top talent
Initiative is the uplifting of enterprises and workers in the age of Al, as part of the Digital Enterprise
Blueprint (DEB).

TOTAL Banking & IT & Professional Estate, Hotels, . Logistics & Construction & .
(in %) Insurance Services Restaurants & Manufacturing - Wholesale Trade Transportation Civil Engineering Other Services Others
Accommoditions
Curate more Al-enabled solutions under the SMEs Go Digital 54 39 47 64 46 65 48 60 66 53
Support companies to build Al Centres of Excellence 54 56 58 52 59 52 45 51 54 47
'gj;:gz Generative Al (GenAl) x Digital Leaders initiative 42 41 44 50 40 38 45 43 38 41
Gen('eratlv.e Al Sandbo'x by EnterpriseSG and IMDA for small and 36 2 37 13 11 37 27 6 52 )8
medium-sized enterprises
Launch a sectoral Centre of Excellence for manufacturing 20 17 15 12 34 28 18 13 14 25
Trusted  Advisory guidelines on the use of Personal Data in Al
Environment Recommendation and Decision Systems 60 7 >4 60 >9 >6 67 60 35 66
Development of Digital Enterprise Blueprint (DEB) 52 45 57 62 50 49 67 51 50 44
Al training opportunities for students over three years 31 36 35 24 29 37 30 33 21 28
Talent . . .
New Al Acce!grated Masters Programme in collaboration with 14 20 19 7 14 10 9 3 13 2
local universities
New Al Visiting Profgssorshlp to aFtract \{\/orlq—class Al 13 17 9 12 16 14 9 2 9 3
researchers to establish collaborations with Singapore
Upgradg the Nationwide Broaqband Network to 10 Gigabits per a3 2 2 0 0 13 53 3 6 53
second in the second half of this decade
Infrastructure Investment of up to $500 mlllu?n to en‘hance access to hlghj ‘ 38 13 2 45 37 37 o 36 38 34
performance computing for Al innovation and capability building
Establish a new National Cybersecurity Command Centre 38 44 38 33 41 42 30 25 41 41
Base 529 66 79 42 70 79 33 72 56 32
Base: All Respondents (n=529) 29

17 . Which of the following new or enhanced digitalisation-related initiatives announced during Singapore Budget 2024 will likely benefit your company?

Top initiative within the category
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FUTURE TREND OF DIGITALISATION L
Looking ahead in the next 12 months, the top trends likely to impact businesses reside in the areas of
emerging technology, such as artificial intelligence, and cybersecurity.

2023

Emerging technology, such as artificial _ 70 Emerging technology, such as Artificial Intelligence
' 70 = (70%), and cybersecurity (68%) are considered the top

intelligence and augmented reality
trends likely to impact businesses in the next 12

) . o . months.
Cybersecurity concerns, including increase in 68 a5

cyber attacks 73

Large companies are more conscious of trends related
_ _ 51 to cybersecurity (73%), emerging technology (69%)
Usage of automation 50 22

and the reduction of carbon footprints through the use
of sustainability technology (60%).
Reduction of carbon footprint through usage -4§6
of sustainability technology 60

34
Supply chain digitalisation _ 34 16
B
E-commerce 26 16

n=1056

mTOTAL mSME Large Company

n=529 n=434 n=95
Base: All Respondents (n=529) Link to Summary 31
1. Which of the following new trends and developments would likely impact your business in the next 12 months?
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cybersecurity defence and customer data analytics.
As compared to SMESs, large companies have higher implementation rates of Al across all business areas.

Implementation of Al in Key Business Areas (%)
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Riding on the trends in Artificial Intelligence (Al), Al is used mostly in process automation for operations,

Implemented

Operational efficiency - Process automation for operations 21

45%

Cybersecurity defence
45%

Analysis of customers’ data or transaction data 21

44%

Risk management 15
42%
Revenue generation 14
36%
Talent and recruitment 12
33%
Providing virtual assistance for customers 69 18 13

31%

Autonomous Robots 10

27%

® Minimally Implemented (0-3) ®m Moderately Implemented (4-6) Highly Implemented (7-10)

Base: All Respondents (n=529)
14. On ascale of 0 -10, to what extent have you implemented artificial intelligence (Al) in relation to the following aspects of your business?

(4-10)

SME Large Company
43% 58%
43% 57%
41% 55%
41% 49%
35% 41%
32% 38%
30% 36%
25% 38%
n=434 n=95

Link to Summary 32
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Adoption of Al allows businesses to reap the benefits of improved operational efficiency and time saving,

and insights generation through data analytics.
There is greater impact of Al on large companies, with more large companies having improved operational efficiency and time saving (77%
versus 52%) and identifying insights through data analytics (63% versus 39%) than SMEs.

Al Impact on Business (%)

SME Large Company
Improved operational efficiency and time saving I 57 52% 77%
Data analysis and identification of insights I 43 39% 63%
Reduced costs [ NENEEENENENEGEG 33 31% 41%
Improved the innovation and creativity process in the I 0 o .
company 28% 40%
Content creation and marketing I 0 27% 29%
Decrease in manpower required | EGTNINIGIGEGE 24 22% 34%
Improved personalisation of customer experience [ HENRNINNIGz 22 220 23%
Job transformation [ NN 22 20% 34%
Increased revenue | 20 20% 20%
Enhancing the reach and engagement of company for
customers and stakeholders I 10 18% 22%

Base: All Respondents (n=529) n=434 n=95 33
16. What is the impact of Al on your company?
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High cost of implementation and lack of knowledge and expertise remain as the top 2 challenges in Al

adoption.

Most of the challenges in Al adoption have been amplified this year, as compared to 2023, particularly the complexity of Al programme
integration, which has increased by 10%-points (from 36% in 2023 to 46%).

%
2023

A by 5%-points 61

High costs of implementation q 6667 (4by P )

()

Lack of knowledge and expertise _ 6%164 o1

A by 10%-points
Complexity of Al programme integration — 4‘567 (4by P ) IR

A by 5%-points 4

Concerns over data privacy and security —1 45 61 (4by P ) 0
A by 2%-points 32

Concerns over quality and accuracy of outcome _334 5 (Aby P )
Resistance to change among employees (e.g. concerns about -232 (A by 5%-points) 717

overhauling legacy systems) 29

A by 6%-points
Ethical, legal and governance considerations -1922 36 (Aby P )16

A by 5%-points
Struggle to find good vendors to work with _ 55 2% (4by P )

O i

Unsure of receptiveness towards Al by consumers/investors q2£3 (4 by 3%-points) 718

A by 4%-points) | 12
Gaining support of leadership and management -1]56 29 (4by P )

n=1056

Base: All Respondents (n=529) mTOTAL ®mSME = Large Company
15. What are the challenges that your business face when it comes to Al adoption? 34
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On cybersecurity, 79% of businesses have expressed confidence in their security measures against cyber

threats.

The proportion of SMEs that are confident in their cybersecurity measures have decreased by 3%-points (from 78% to 75%), while the proportion
of large companies have increased by 3%-points (from 91% to 94%). The top 3 cybersecurity challenges are high cost of implementation and
maintenance, risks from third-party service providers and suppliers and employees’ lack of awareness on cybersecurity.

Key Security Challenges (%)

Somewhat Confident & 2023
Very Confident ] ] ] 6
) ) ) . High cost of implementation and _ 56 -
Confidence in Security Measures (%) 2024 2023 maintenance o
Risks from third-party service T 50 67
79 80 ; ; 48
Yby 1% providers and suppliers 58
TOTAL  Zks 63 16 (Vby 1%- Employees' lack of awareness on N 32 45
points) : 38
cybersecurity 43
Lack of capabilities to address or [ B 3??7 =
SVE - - - 75 78 react to a cybersecurity incident 24
4 0/ .
s (Vby 3% Compliance and government  —mm 34 34
points) regulations 35
Lack of management understanding q 1290 22
4 1 on the importance of cybersecurity 4
Large Company ¥ 63 31 9 9 o .
e (A by 3%- Struggle of finding qualified | 18 17
points) n=1056 cybersecurity professionals #
= Not confident at all Legacy IT systems P 16 18
® Somewhat not confident 13 25
® Somewhat confident Presence of shadow IT (e.g. IT B 4
m Very confident hardware or software usage by... 12
IT department has other more [ ] 8 12
important priorities 9
=1056
ETOTAL ®mSME Large Company e
Base: All Requndents (n=529) ) o n=529 n=434 n=95 .
12.  How confident are you that your security measures protect the organisation from cyber threats? Link to Summary 35

13. Please select the 3 biggest cyber security challenges that your organisation is facing.
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Company Profile

Large
Companies
18%
Company
Size
SMEs
82%

B2C
15%

Both
27%
Business
Mode

B2B
58%

Base: All Respondents (n=529)

Above $50 million

$10 to $50 million
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Up to $10 30% Local
million Shareholding
56%

Stage of Development

41%
30%
8%
Start-up (first 3 Accelerating sales Moderate sales Mature Decline
years) growth (>10% growth (up to 10%
p-a.) p-a.)

38
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